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BCTYNHE C/10BO

CygacHuir ertam Aep)KaBOTBOPeHHs B YKpaiHi No3HaueHUi
iHTeHCcHBHOIO IM(POBOI0 TpaHCHOpPMALIi€0, LII0 OXOMAIOE ITyOAiUHE
YIpaBAiHHSI, eKOHOMiKY, couiaAbHy cdepy Ta cucteMy CYCIiAb-
HUX BIAHOCUH 3araaoM. IHdopMaLilTHO-KOMYHIiKaLiifHi TeXHOAOril
CTalOTh HEBiA'€MHUM CKAAQAHMKOM 3AIMICHEHHS BAQAHMX ITOBHOBA-
)KE€Hb, HAAQHHS aAMiHICTPAaTUBHUX IOCAYT, PYHKLIIOHYBaHHS CYAO-
BOl Ta IPaBOOXOPOHHOI CUCTeM, YIpPaBAiHHS KPUTUYHOIO iHppa-
CTPYKTYpoOI0, piHAHCOBMMM ITOTOKAMM Ta COLIiAABHUMU CepBicaMu.
Boanouac macmtabHa nudposizalisi 060'€KTUBHO MOPOAXKYE HOBI
PU3UKM ¥ 3arpo3y, 10 Oe3nocepeAHbO BIIAMBAIOTh HA CTAH Halio-
HaAbHOI Oe3mexy, peaaiszalio npaB i cBOOOA AIOAMHU Ta ePeKTUB-
HICTb AiSIABHOCTI OpraHiB my0OAiuHOI BAQAM.

Y uboMy KOHTeKCTi KibepbOeaneka Ta 3axuct iHpopmauii nepe-
CTAIOTh OYTM BUKAIOYHO TEXHIYHOI IPOOAEMOI0 Yy BY3bKOCIELli-
aAizoBaHOI0 cdeporo AisiabHOCTI ¢daxiBUiB 3 iHopMaLiTHUX Tex-
HOAOTiNI. BoHM HaOyBawTbh BMPA3HOTO IMPaBOBOTO, 0e3MeKOBOrO,
YHOpaBAIHCBKOTO Ta iHCTUTyuinHOro BuMmipy. IlopymeHHsa wHiaic-
HocTi, KoHDiAeHLiTHOCTI a00 AOCTYMHOCTI iHpOpMaLiiiHUX pecyp-
CiB, 30KpeMa BHAaCAIAOK HeIIpaBOMipHMX BTPY4YaHb, 3AaTHe CIIPUYM-
HUTY He AMLIEe TeXHiuHi 3001, a 11 iCTOTHI IOpUAMYHI HACAIAKYU — Bip
BTPaTU AOKAa30BOI CUAM €AeKTPOHHUX AOKYMEHTIB i HelpaBoMip-
HOTO OOME>KEeHHSI IIpaB I'POMAASIH AO 3001B y 3AilICHeHHI mybAiuHMX
GYHKLi Ta BMHMKHEHHS MIACTaB AASL IOPUAMYHOL BiAMlOBipAaAb-
HocTi mocapoBux ocib i oepskaBu. Came TOMy GOPMYBaHHS HaA€X-
HOTO PiBHS MPaBOBOI KYABTYpU Y cdepi KibepOe3neku CTaHOBUTH
OAHE 3 KAIOUOBUX 3aBAQHb CYYaCHOI IOPMAUYHOI OCBIiTHU.

ITiapyunuk «ITpaBoBi ocHOBU Kibepbesmeku Ta 3axmcty iHdop-
Maljii» MATOTOBAEHO 3 YpaXyBaHHSM aKTYaAbHUX BUKAUKIB LUd-
poBoi emoxu Ta moTpeb ¢(axoBoi MATOTOBKM MamOyTHIX mopuc-
TiB, AEpP)XaBHUX CAYKOOBLiB, INpaliBHUKIB OpraHiB BUKOHAaBYOI
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BctynHze caoBo

BAAAU 11 MICLIEBOTO CaMOBPSIAYBaHHS, CYAOBOI Ta IPaBOOXOPOHHOI
CUCTeM, a TAKOX CleliaAicTiB, mpodeciitHa AISIABHICTD SIKMX TOB’sI-
3aHa 3 yNpaBAiHHAM iHdopMauiiHuMu pecypcamu. MeTa BUAQHHS
noAsrae y ¢GopMyBaHHI LiAiCHOIO ysBAeHHs Ipo KibepOesmeky
SIK KOMIIAEKCHY cdepy, 10 iHTerpye npaBoBi, opraHisauiiHi Ta Tex-
HiUHi eAeMeHTH, a TaKOX y BUPOOAEHHI HaBMYOK IPaBOBOIO aHa-
Ai3y pusuKiB i 3arpos, mop’s3aHux i3 QyHKUioHyBaHHSIM iHpopMma-
LIIIHMX CUCTEM.

BupaHHS BUPI3HSETHCS OpPraHiUHUM IIOEAHAHHSM TeOpeTHY-
HOIO aHAAi3y 3 MIPaKTUYHUMMY IPUKAAAAMHU, AKTYAaABHUMU KelicaMu
Ta MDKAMCUUIIAIHApHMM MiAXOAOM. BOHO IDYHTyeTbCs Ha 4YMH-
HOMY 3aKOHOAAQBCTBi YKpaiHUM, BPaXxOBy€ €BPOIENCbKi Ta MiXHa-
poAHi cTraHpapTu y cdepi kibepbesmexku it 3axucty iHdopmanii
Ta BiAIIOBipQ€ CyyacHMM BUMOraM AO IMATOTOBKM ¢axiBLiB mpas-
HUYoro npodiaro.

IlepexonaHa, IO Liell MAPYYHMK CTaHE BAaroMUM HaBYAAbHUM
i HAyKOBO-METOAVMYHUM iHCTPYMEHTOM AASl CTYAEHTIB, acCHipaHTiB,
BMKAAAQUiB, & TAKOX AAS IPAKTUYHMX NPaLliBHUKIB OpPraHiB my0Aiu-
HOI BAaAM 1 iHIIMX daxiBLiB, YMsI AISIAPHICTD TIOB’s13aHA 3 IPABOBUM
peryAroBaHHAM L(POBOIo cepeAOBHUIa. Y HbOMY OPTaHiuYHO IO€EA-
HAaHO I'PYHTOBHI TeOpeTMYHi ITOAOXKEHHS 3 aHAAI30M aKTyaAbHUX
YIPaBAIHCBKUX i MpaBOBUX BUKAMKIB LiMQpOBOi emoxy, L0 HaAA€E
BUAAHHIO IPAKTUYHOI CHPSMOBAHOCTI Ta BMCOKOI IIi3HaBaAbHOI
LiHHOCTi. 3MiCTOBHe HAaNOBHEHHs HiApy4YyHUKa QopMmye HapiilHe
TEOPETUKO-METOAOAOTIUHE ITAIPYHTSI AASI OCMMUCAEHHS Kibepbe3neku
SIK HEBiA€MHOTO €A€MEHTY CY4acHOI IIPaBOBOI Aep)KaBU Ta CIPUSIE
CTQHOBAEHHIO NpodeciiHoi NMpaBoBOI KOMIIETEHTHOCTI ManOyTHix
IOPUCTIB, 3AQTHUX e(PEKTUBHO AISITU B CKAQAHOMY 11 AMHaMiYHOMY
11(HPOBOMY CEPEAOBMUIILI.

BukopucraHHs LbOro MiADYYHMKA B OCBITHBOMY Ta HayKOBOMY
NpolIeCi CrpusATHME MiABUILEHHIO PiBHSA IPaBOBOi KYABTYpU Y cdepi
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KibepOe3meky, 10 € HEOOXIAHOI IEepeAYMOBOIO 3MIl[HEHHS 3acap
IPaBOBOI AepkaBM Ta 3abe3leyeHHs 3aXMCTy HAliOHAABHUX iHTepe-
ciB Ykpaiuu B ymoBax Lu¢poBoi TpaHcpopmauii. 3araaoM HiApyYHUK
€ CBO€YACHNUM, AKTYaAbHMM I KOHIIENITyaAbHO 3HAUYIUM BHECKOM
Yy PO3BUTOK IOPMAMYHOI HAyKM Ta CUCTeMM NPaBHUYOI OCBITM YKpaiHu.

Cepvocina Csimaana IpuzopisHa,

Aupexmop Haykoso-docaioHozo incmumymy
OepiasHo20 0yOiBHUYMBA

ma micyesozo camospadysanus HAIIpH Ykpainu,
00KMOp WPUOUHHUX HAYK, npoghecop,
yreH-kopecnoHoenm HAIIpH Yxpainu,
3acAyweHull 0if4 Hayku i mexHiku Ykpainu



NEPEJNIK YMOBHNX CKOPOYEHb
TA AbPEBIATYP

AES (Advanced Encryption Standard — PosmmpeHuit craHpaapt
umMdpyBaHHs) — CUMETPUYHMI OAOKOBMI MNP, 1[0 MOXe 3aumdppo-
BYBaTU Ta PO3MMPPOBYBATU AQHi.

AES-256 (Advanced Encryption Standard) — oaun i3 Haitbes-
MEYHINX y CBiTi CHMETPUYHUX aATOPUTMIB OAOYHOTO MIMQPPYBaHHA,
11]0 BUKOPUCTOBYE KAIOY AOBXMHOIO 256 OiT.

BIA (Business Impact Analysis) — aHaAi3 BnauBy Ha 6i3Hec, METOA
OLIiHKM PU3UKIB, 1I0 BU3HAYa€ HACAIAKM 3001B Y po6OTi KoMmaHil

BIOS (Basic Input/Output System — 6a3oBa cucTema BBEAEHHsI-
BUBeAEHHsI) — Habip MiKpoIporpam, BIIUTUX Y MiIKpOCXeMY Ha MaTepUH-
CbKill mAarTi, 1o 3abe3nevye 3aMycK KOMITIOTepa, TECTYBAHHS 00AaA-
HaHHJ Ta iHiliaAi3allio 3aBaHTa)XeHHs OINepaLiliHOI CUCTEMMU.

BYOK (Bring your own encryption) — MapKeTHHIOBa MOAEAb Oe3-
IIeKM XMapHUX 00OYMCAEHb, SIKQ MA€ HA MeTi AOTIIOMOITH KAi€HTaM XMap-
HMX ITIOCAYT BMKODUCTOBYBATM CBOE BAACHe IpOrpaMHe 3abesneyeHHS
mQpyBaHHA Ta KepyBaTU BAACHMMM KAIOYAaMU MM(PYBaHH.

CERT (Computer Emergency Response Team) — creuiaaizoBai
KOMaHAM eKCIepTiB 3 KibepOe3meky, 10 3aiiMAOTBCS BUSBAEHHSM,
aHaAi30M Ta HelTpaaisali€lo KOMITIOTEPHUX 3arpo3.

CERT/CC (Computer Emergency Response Team/Coordination
Center) — mpoBiAHMIT MDDKHAPOAHMIT LIEHTP KOOPAMHALIii KOMIT I0TepHO]
6esnexu, ctBopenuit y 1988 poui Ha 6asi IHcTUTYTYy mporpamHoi iHxe-
Hepii (SEI) yuiBepcutery Kapueri-Meaaona (CIIA).

CERT-UA (Computer Emergency Response Team of Ukraine —
Komanaa pearyBaHHs Ha KOMITI0T€PHi HaA3BUYaitHi cuTyauii Ykpaium) —
ypsSIAOBa KOMaHAA pearyBaHHs Ha KOMITIOTepHi HaA3BMYAlHI MOAIL,
o Aie mpu AepKCrelsB’si3Ky, sIKa 3axMilae YKpalHCbKMil Kibepripo-
CTip, aHaAi3ye 3arposy, AONOMarae Aep>XaBHUM OpraHaM Ta KPUTUYHIiN
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indpacTpykTypi mpotmpiaTu kibepaTakaM, a TakoX iHpopMye Ipo
mwKipavBe [13 Ta Bpa3AMBOCTI.

ChatGPT (Generative Pre-trained Transformer — rexepatuHumit
NIOIIepeAHbO TPEeHOBaHMI TpaHcpopmep) — 4YaT-60T Ta BipTyaAbHMI
IIOMIYHMK 3 T€HEPAaTVBHUM LITYYHVUM iHTEAEKTOM, PO3POOAEHMIT KOM-
naHiero OpenAl.

DDoS (Distributed Denial of Service — posmopiseHa BiamoBa
B 00CcAyroByBaHHi) — KibepaTaka, IiA Yac KOl BeAMKa KiAbKIiCTb 3apa-
KEHVX TIPUCTPOIB OAHOYACHO HAACUAQ€E BEAMYE3HMIT 00CAT CMITTEBOTO
Tpadiky Ha caliT abo cepsep.

DLP (Data Loss Prevention — 3amo6iraHHsi BTpaTi AQHUX) — KOMII-
A€KC IIPOrpaMHMX IHCTPYMEHTIB Ta CTpaTerill, IpM3HAYeHNX AAS 3aXUCTY
KOH®iAeHLiHOI iHpopMawil Bip BUTOKY, BUKpaAeHHS ab0 HeCaHKL[iOHO-
BAaHOT'O BUKOPMCTAHHS, SIK HABMMCHOTO, TaK i BUIIAAKOBOTO.

DLP (Data Loss Prevention) — Habip iHCTpyMmeHTiB, mpoleciB
Ta CTpATeriif, CPsIMOBAaHMX Ha 3aII00iraHHs BTPaTi, BUTOKY a00 HECaHK-
1liOHOBaHOMY BUKOPMCTAHHIO KOH(MIAEHLiMHUX AaHUX (TTepCOHAABHMX
AQHUX, KOMEPLiHOI TaeMHMLi, QiHAHCIB).

DLP-cucremu (Data Loss/Leak Prevention) — kommAekcHi mpo-
rpamMHi abo mporpaMHoO-amapaTtHi pillleHHs, MpuU3HAYeHi AAsL 3amobi-
TaHHA BUTOKY KoHipeHUiNHoi iHdopmauii 3a Mexi KoprmopaTtuBHOI
Mepexi.

ECC (Elliptic Curve Cryptography — xpunrorpadis Ha eainTuanmx
KPMBUX) — CYYaCHMII METOA aCHMETPUYHOro LiMppyBaHHS, 3aCHOBA-
HMI1 Ha aATeOpalyHiil CTPYKTYpi eAINTUYHMX KPUBUX HAA CKiHUEHHUMMU
MOASIMY, 1O 3a0e3neyye BMCOKMII piBeHb Oesnexku (0OMiH KAn4Yamy,
uudpoBi mAmMcu) 3 HabaraTo MeHIIMM PO3MiPOM KAKOYiB TMOPiBHIHO
3 RSA, mipBumye wWBMAKICTb pobOOTM Ta 3MeHIIye HaBaHTA’KEHHS
Ha 00YMCAIOBAABHI pecypcu.

eIDAS (Electronic IDentification, Authentication and trust
Services — EaexTpoHHi mnocayrum ipeHTudixauii, ayreHtmdikauii
Ta AOBipM) — peraameHT EBpomneiicbkoro Cowo3y NP0 €AEeKTPOHHY
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inenTndiKalilo Ta AOBipYl NMOCAYIM AAS €AEKTPOHHMX TpaH3aKLiil
B Me)Xax BHyTpilHboro punky €C.

ENISA (European Union Agency for Network and Information
Security — ArentctBo €Bpomericbkoro Cowo3y 3 muTaHb Kibepbes-
neku) — npodiabHa arenyis €C, crBopena y 2004 poui (pyHkuioHye
3 2005) AAst 3a0e3meveHHsI BUCOKOTO PiBHS MepexeBoi Ta iHdopmariiii-
HOI Oe3nexyu B €BpoII.

FIPS (Federal Information Processing Standards — ®eaepaabHi
craHpAapT 06poOku indopmauii) — mybAiuHI cTaHAapTM Ta KepiBHI
NpUHLUMIN, po3pobAaeHi HallioHaABHUM iHCTUTYTOM CTaHAQpTIB i Tex-
HoAoriit CIIA AAf KOMITIOTEPHUX CHUCTEM Yy AEP’KaBHUX YCTaHOBaX
CIIA, mo 3abe3neuyyoTb 0e3IeKy, CyMICHICTb Ta HapilHICTD mmdpy-
BaHHS, 30KpeMa KpUNTorpadiuHnx MOAYAiB

GDPR (General Data Protection Regulation) — 3araapHmit peraameHT
3axucTy aaHux €C, 1m0 BCTAHOBAIOE CYBOpi mpaBuaa 360py, 30epiraHHs
Ta 0OPOOKM NEPCOHAABHUX AQHUX, AQ€ KOPUCTYBayaM OiAbllle KOHTPOAIO
Hap iXHbOIW iHbOpPMALli€r, a KOMIAHIAM 000B’SI3KHM MIOAO Oe3meKn.

Helsi — nanbiapumia B Ykpaini mepnuyHa iHdopmaiiiiHa crucrema
Ta OAHOVIMEHHMIT MOOIABHUIT AOAQTOK, 1[0 00'€AHYE MallieHTiB, AiKapiB
Ta MEAMYHi 3aKAaAM, SIKA AO3BOASIE OHAQMH 3aMNCYBAaTUCA AO AiKapis,
30epiraT eAeKTPOHHY MEAMYHY KapTKY, IIEPErAsIAQTY Pe3yAbTaTH aHa-
Ai3iB Ta NMpu3HayeHb.

HSM (Hardware Security Module — amapaTHuit MOAyAb 0e3-
neku) — isuyHMit 00YMCAIOBAAPHMIT TPUCTPiN (creniaai3oBaHa mAaara
abo cepBep), MpU3HAUEHUIT AAsI 0e3MeYHOro CTBOpeHHs, 30epiraHHs
Ta KepyBaHHs KpuUOTOrpadiuHMMM KAOYaMM, & TaKOKX BUKOHAHHS
KpuntorpapiuHux omepauiin (mudpyBaHHs, manuc), mo 3abesnedye
HalBUIMI piBeHb 3aXUCTY, i30AI0I0YM KAIOUi BCEPEAMHI 3aXUILEHOTO
BiA HECAHKLiOHOBAHOTO AOCTYIy lepUMeTpa.

HSM (Hardware Security Module — AmnapatHuit MOAyAb 0e3-
neku) — isMIHUI 00YMCAIOBAABHMIT TIPUCTPIilL (Crieliaai3oBaHa mAara
abo cepBep), MpuU3HAUEHUIT AASI Oe3MEYHOrO CTBOpeHHs, 30epiraHHs
Ta KEPYBaHHS KpUITOrpadiyHUMU KAIOYAMMU.
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HSM (Hardware Security Module — AmnapatHuil MOAyAb 0e3-
neku) — crewiaaizoBanuit ¢ismunuit npuctpin (y Burasai naatu PCI,
USB-TokeHa abo MepeskeBOro MpUCTPOI0), MPUHAYEHUIT AAST 3aXUllle-
HOI reHepaljil, 30epiraHHs Ta BUKOPUCTaHHS KpUNTOrpadiuHUX KAIOUIB,
a TAaKOXX IapaHTYE, 110 KAIUi 1M pyBaHHS HIKOAYU HE MMOKMAQIOTH 3aX1-
IeHWIT TepUMeTp, BUKOHYIOuUM KpuntorpadiuHi omepauii BcepeauHi
CTIiIIKOTO AO 3AaMiB KOPITyCY.

HTTPS (HyperText Transfer Protocol Secure — 3axuiennit npo-
TOKOA TlepeAaBaHH rineprekcTy) — OesmeyHa Bepcist mporokoay HTTP,
sIKa BUKOPMCTOBYETbCS BeOOpaysepamMm AASl 3alIMPpPOBAHOTO OOMiHY
AaHUMMK 3 BebcailTaMM, a TaKOX 3abesneuye KOHMIAEHLIMHICTD, Ljiic-
HIiCTb AaHUX Ta aBTeHTM(IKaLiI0 3aBASIKM BUKOPUCTaHHIO cepTudiKaTiB
SSL/TLS, 3axuuiatouu inpopmariio (apoAi, KapTKu) BiA MepeXOMAEHHS.

KMS-cepsic (Key Management Service) — texxoaoriss Microsoft
AASL aBTOMATUYHOI akTMBaLii KopriopatuBHux Bepciit Windows Ta Office
Y AOKaAbHIll Mepexi.

KPI (Key Performance Indicators — kAmouoBi mokasuuku edex-
TUBHOCTI) — KiABKiCHI BUMIpIOBaHi METPUKH, 5IKi AOIOMAaralTb KOM-
NaHisIM Ta NpaliBHMKAM OLIHUTU CTYIiHb AOCATHEHHS CTpaTeridyHuUX
i morouHux 6GisHec-1jiAel, a TaKOX IOKa3yl0Tb, HACKIAbKM e()EKTUBHO
byHKuioHyIOTh Oi3Hec-mpolecu, BipAiAM abo okpemi cmiBpoOiTHUKY,
i UM HaOAMKAIOTBCS BOHM AO 32[IAQHOBAHOT'O PE3YABTATYy.

MFA (Multi-Factor Authentication — bararodakropHa aBTeHTU}I-
Kallisl) — MeTOA 3aXUCTy OOAIKOBMX 3amICiB, SKMI BUMArae Bip Kopuc-
TyBaua IIATBEPAXKEHHsI 0coOU ABOMa abo OiAblue pisHMMU crocobamu
(dbakTopamm), a He Aulle TTAPOAEM.

NIS2 (Network and Information Security Directive 2) — oHOB-
AeHa pmpektuBa €C (2022/2555) mopo kibepbesnexn, 10 HabyAa YMH-
HocTi y 2023 polii Ta cTaaa 000B’I3KOBOI0 AO BUKOHAHHS 3 18 >KOBTHS
2024 poxy, Ta sIKa CYTTEBO IOCUAIOE BUMOTY AO 3aXUCTYy iHpopMaliii-
HMX CUCTEM, PO3LIMPIOE MepeAiK KPUTUYHMX CEeKTOpiB (eHepreTuka,
TPAHCIIOPT, OXOPOHa 3AOPOB’S, AEPXKYIPAaBAiHHS) Ta 3alPOBAAXKYE
cyBopi mTpadu 3a NOPYLIEHHS.
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